应用控制 V2.02


apply plugin: 'com.android.application'

apply plugin: 'kotlin-android'

apply plugin: 'kotlin-android-extensions'

apply plugin: 'kotlin-kapt'

android {
    compileSdkVersion 29
    buildToolsVersion "29.0.2"
    defaultConfig {
        applicationId "app.control"
        minSdkVersion "$rootProject.ext.minSdkVersion"
        targetSdkVersion "$rootProject.ext.targetSdkVersion"
        versionCode 125
        versionName "V2.0.2"
        multiDexEnabled true
        manifestPlaceholders = [UMENG_CHANNEL_VALUE: "umeng"]//添加一个默认渠道号
        flavorDimensions "versionCode"
    }

    signingConfigs {
        sign {
            storeFile file("../pack/AppControl.keystore")
            storePassword "AppControl"
            keyAlias "AppControl"
            keyPassword "AppControl"
            //如果有必要的话，可以把下面这行打开
            v1SigningEnabled true//v1签名
            v2SigningEnabled true//v2签名
        }
    }

    buildTypes {
        release {
            minifyEnabled false
            proguardFiles getDefaultProguardFile('proguard-android-optimize.txt'), 'proguard-rules.pro'
            signingConfig signingConfigs.sign
        }
        debug {
            minifyEnabled false
            proguardFiles getDefaultProguardFile('proguard-android-optimize.txt'), 'proguard-rules.pro'
            signingConfig signingConfigs.sign
        }
    }
    compileOptions {
        sourceCompatibility = 1.8
        targetCompatibility = 1.8
    }

    kotlinOptions {
        jvmTarget = "1.8"
    }

    dataBinding {
        enabled = true
    }

    //多渠道打包支持
    productFlavors {
//        UMeng {//默认渠道
//        }
//        KuAn {//酷安渠道
//        }
        XiaoMi {//小米渠道
        }
    }
    //注意我注释掉的，可以去掉注释，那样的话，下面这句就可以不用了
    productFlavors.all {
        flavor -> flavor.manifestPlaceholders = [UMENG_CHANNEL_VALUE: name]
    }

    // apk name def
    applicationVariants.all { variant ->
        variant.outputs.all { output ->
            def channel = variant.productFlavors[0].name
            if (variant.buildType.name.equals('release')) {
                outputFileName = "app-control-release_${channel}_${defaultConfig.versionName}_${defaultConfig.versionCode}.apk"
            } else if (variant.buildType.name.equals('debug')) {
                outputFileName = "app-control-debug_${channel}_${defaultConfig.versionName}_${defaultConfig.versionCode}.apk"
            }

        }
    }
}

dependencies {
    implementation fileTree(dir: 'libs', include: ['*.jar'])
    implementation "org.jetbrains.kotlin:kotlin-stdlib-jdk7:$kotlin_version"
    implementation 'androidx.appcompat:appcompat:1.1.0'
    implementation 'androidx.core:core-ktx:1.2.0'
    implementation 'androidx.legacy:legacy-support-v4:1.0.0'

    implementation 'com.google.android.material:material:1.1.0'

    implementation 'androidx.constraintlayout:constraintlayout:1.1.3'
    implementation 'com.android.support:multidex:2.0.1'
    implementation 'androidx.navigation:navigation-fragment:2.2.2'
    implementation 'androidx.navigation:navigation-ui:2.2.2'
    implementation 'androidx.lifecycle:lifecycle-extensions:2.2.0'
    implementation 'androidx.navigation:navigation-fragment-ktx:2.2.2'
    implementation 'androidx.navigation:navigation-ui-ktx:2.2.2'

    implementation "io.reactivex.rxjava2:rxjava:$rootProject.ext.rxjava2Version"
    implementation "com.squareup.retrofit2:retrofit:$rootProject.ext.retrofit2Version"
    implementation "com.squareup.retrofit2:converter-scalars:$rootProject.ext.retrofit2Version"
    implementation "com.squareup.retrofit2:converter-gson:$rootProject.ext.retrofit2Version"
    implementation "com.squareup.retrofit2:adapter-rxjava2:$rootProject.ext.retrofit2Version"
    implementation "com.trello.rxlifecycle2:rxlifecycle:$rootProject.ext.rxlifecycle"
    implementation "com.trello.rxlifecycle2:rxlifecycle-components:$rootProject.ext.rxlifecycle"

    implementation "com.google.code.gson:gson:$rootProject.ext.gsonVersion"

    //AnalyticsSDK
    implementation "com.umeng.umsdk:analytics:8.1.3"
    implementation "com.umeng.umsdk:common:2.1.0"

    implementation "com.github.bumptech.glide:glide:$rootProject.ext.glideVersion"
    annotationProcessor "com.github.bumptech.glide:compiler:$rootProject.ext.glideVersion"

    implementation 'me.tatarka.bindingcollectionadapter2:bindingcollectionadapter:3.1.1'
    implementation 'me.tatarka.bindingcollectionadapter2:bindingcollectionadapter-recyclerview:3.1.1'
    implementation 'me.tatarka.bindingcollectionadapter2:bindingcollectionadapter-ktx:3.1.1'

    implementation project(':dmanager')

}
package app.control

import SPUtils
import android.content.Context
import android.content.Intent
import android.text.TextUtils
import app.control.AppConstant.MEMBER_INFO
import app.control.AppConstant.TOKEN
import app.control.common.util.UpdateAppUtils
import app.control.common.util.Utils
import app.control.gesture.ServiceChecker
import app.control.model.LoginModel
import app.control.model.MemberInfo
import app.control.model.VersionInfo
import app.control.net.RetrofitProvider
import app.control.net.response.BasicResponse
import app.control.net.subscribers.DefaultObserver
import app.control.ui.BaseActivity
import app.control.ui.LoginActivity
import app.control.widget.dialog.UpdateDialog
import app.control.widget.toast.CommonToast
import com.google.gson.Gson
import io.reactivex.android.schedulers.AndroidSchedulers
import io.reactivex.schedulers.Schedulers

/**
 * Created by danbo on 2018/12/12.
 */
//当前用户token
var token: String = ""
//用户信息(为null表示未登录)
var memberInfo: MemberInfo? = null

var taskId: String = ""

fun logout() {
    token = ""
    SPUtils.saveData(TOKEN, "")
    SPUtils.saveData(MEMBER_INFO, "{}")
    memberInfo = null

    //close notify
    ControlApplication.getSocketClient()?.stopForeground(true)

    //close socket
    ControlApplication.getSocketClient()?.closeWebSocket("logout")

    //stop observerCheck
    ServiceChecker.checker().cleanObserver()

    ActivityStackManager.getInstance().finishAllActivity()
    Utils.getContext()?.apply {
        val intent = Intent(this, LoginActivity::class.java)
        intent.flags = Intent.FLAG_ACTIVITY_NEW_TASK
        startActivity(intent)
    }

}

fun syncMemberInfo(context: Context, showLoading: Boolean, listener: SyncListener?) {
    if (TextUtils.isEmpty(token)) {
        return
    }

    context.let {
        RetrofitProvider.getApiService()
            .getMemberInfo()
            .compose((it as BaseActivity<*>).bindToLifecycle())
            .subscribeOn(Schedulers.io())
            .observeOn(AndroidSchedulers.mainThread())
            .subscribe(object : DefaultObserver<BasicResponse<MemberInfo>>(it, showLoading) {
                override fun onSuccess(response: BasicResponse<MemberInfo>) {
                    response.data?.let {
                        memberInfo = it
                        SPUtils.saveData(AppConstant.MEMBER_INFO, Gson().toJson(it))

                        listener?.onSyncSuccess()
                    }
                }

                override fun onFail(response: BasicResponse<MemberInfo>) {
                    super.onFail(response)
                    listener?.onSyncFail(response.message)
                }

                override fun onException(reason: ExceptionReason) {
                    super.onException(reason)
                    listener?.onSyncFail(reason.name)
                }

            })
    }
}

fun refreshToken(context: Context, showLoading: Boolean, listener: SyncListener?) {
    if (TextUtils.isEmpty(token)) {
        return
    }

    context.let {
        RetrofitProvider.getApiService()
            .refreshToken()
            .compose((it as BaseActivity<*>).bindToLifecycle())
            .subscribeOn(Schedulers.io())
            .observeOn(AndroidSchedulers.mainThread())
            .subscribe(object : DefaultObserver<BasicResponse<LoginModel>>(it, showLoading) {
                override fun onSuccess(response: BasicResponse<LoginModel>) {
                    response.data?.let {
                        token = it.token
                        SPUtils.saveData(TOKEN, token)

                        listener?.onSyncSuccess()
                    }
                }

                override fun onFail(response: BasicResponse<LoginModel>) {
                    super.onFail(response)
                    //如果token刷新失败，那就是过期了
                    logout()
                }

                override fun onException(reason: ExceptionReason) {
                    super.onException(reason)
                    listener?.onSyncFail(reason.name)
                }

            })
    }
}


fun checkUpdate(context: Context, silence: Boolean) {
    if (context !is BaseActivity<*>) {
        return
    }

    context.let {
        RetrofitProvider.getApiService()
            .checkUpdate()
            .compose(it.bindToLifecycle())
            .subscribeOn(Schedulers.io())
            .observeOn(AndroidSchedulers.mainThread())
            .subscribe(object : DefaultObserver<BasicResponse<VersionInfo>>(it, !silence) {
                override fun onSuccess(response: BasicResponse<VersionInfo>) {
                    if (response.data == null) {
                        if (!silence) {
                            CommonToast.middleShow("无可用更新!")
                            return
                        }
                    }
                    response.data?.let {
                        UpdateDialog(
                            context,
                            it.type,
                            it.title,
                            it.description,
                            "取消", "更新",
                            object : UpdateDialog.DialogClickListener {
                                override fun onClick(dialog: UpdateDialog) {
                                    if (!silence) {
                                        CommonToast.middleShow("开始下载")
                                    }
                                    UpdateAppUtils(context, dialog).download(it.url)
                                }
                            }

                        ).show()
                    }
                }

                override fun onFail(response: BasicResponse<VersionInfo>) {
                    if (!silence) {
                        super.onFail(response)
                    }
                }

                override fun onException(reason: ExceptionReason) {
                    if (!silence) {
                        super.onException(reason)
                    }
                }

            })
    }
}

interface SyncListener {
    fun onSyncSuccess() {}
    fun onSyncFail(reason: String?) {}
}

package app.control

import SPUtils
import android.content.ComponentName
import android.content.Context
import android.content.Intent
import android.content.ServiceConnection
import android.os.IBinder
import androidx.multidex.MultiDexApplication
import app.control.common.util.Utils
import app.control.dmanager.download.DownloadManager
import app.control.gesture.accessibility.BaseAccessibilityService
import app.control.model.MemberInfo
import app.control.service.SocketClient
import com.google.gson.Gson
import com.umeng.analytics.MobclickAgent
import com.umeng.commonsdk.UMConfigure

/**
 * Created by danbo on 2019-11-07.
 */
class ControlApplication : MultiDexApplication() {

    //  创建单例
    private object SingletonHolder {
        var socketClient: SocketClient? = null
        val INSTANCE = ControlApplication()
    }


    companion object {
        fun getApplication(): ControlApplication {
            return SingletonHolder.INSTANCE
        }

        fun getSocketClient(): SocketClient? {
            return SingletonHolder.socketClient
        }
    }

    private val socketConnection = object : ServiceConnection {
        override fun onServiceDisconnected(name: ComponentName?) {
        }

        override fun onServiceConnected(name: ComponentName?, binder: IBinder?) {
            SingletonHolder.socketClient = (binder as (SocketClient.SocketBinder)).service
        }
    }

    override fun onCreate() {
        super.onCreate()
        Utils.init(this)

        //在应用层就获取token同步用户信息
        token = SPUtils.getData(AppConstant.TOKEN, "") as String
        if (token.isNotEmpty()) {
            memberInfo = Gson().fromJson(
                SPUtils.getData(AppConstant.MEMBER_INFO, "") as String,
                MemberInfo::class.java
            )
        }

        //SocketClient服务
        val bindIntent = Intent(this, SocketClient::class.java)
        bindService(bindIntent, socketConnection, Context.BIND_AUTO_CREATE)

        //初始化辅助功能基类
        BaseAccessibilityService.getInstance().init(applicationContext)

        //初始化下载管理器
        DownloadManager.getInstance().init(this, 3)

        initUM()
    }

    private fun initUM() {
        UMConfigure.init(this, UMConfigure.DEVICE_TYPE_PHONE, "")
        // 支持在子进程中统计自定义事件
        UMConfigure.setProcessEvent(true)
        // 选用AUTO页面采集模式
        MobclickAgent.setPageCollectionMode(MobclickAgent.PageMode.AUTO)
    }
}
package app.control.ui

import SPUtils
import android.app.Dialog
import android.content.Intent
import android.os.Handler
import app.control.*
import app.control.model.MemberInfo
import app.control.viewmodel.SplashViewModel
import app.control.widget.dialog.DoubleButtonDialog
import com.google.gson.Gson

/**
 * Created by danbo on 2019/11/07.
 */
class SplashActivity : BaseActivity<SplashViewModel>(), SyncListener,
    DoubleButtonDialog.DialogClickListener {

    override fun getLayoutId(): Int {
        return R.layout.activity_spalash
    }

    override fun initView() {
        //在应用层就获取token同步用户信息
        token = SPUtils.getData(AppConstant.TOKEN, "") as String
        if (token.isNotEmpty()) {
            memberInfo = Gson().fromJson(
                SPUtils.getData(AppConstant.MEMBER_INFO, "") as String,
                MemberInfo::class.java
            )
        }

        init()
    }

    private fun init() {
        Handler().postDelayed({
            if (token.isEmpty()) {//未登录
                jumpToLogin()
            } else {//已登录
                jumpToHome()
            }
        }, 3000)
    }

    private fun jumpToHome() {
        //token刷新成功,同步用户信息
        refreshToken(this, false, this)
    }

    private fun jumpToLogin() {
        startActivity(Intent(this, LoginActivity::class.java))
        finish()
    }

    override fun onSyncSuccess() {
        //同步完成跳转至首页
        startActivity(Intent(this, MainActivity::class.java))
        finish()
    }

    override fun onSyncFail(reason: String?) {
        if (this.isDestroyed) {
            return
        }
        DoubleButtonDialog(
            this,
            R.drawable.ic_warning,
            null,
            "同步失败,请检查网络!",
            "退出",
            "重试",
            this
        ).show()
    }

    override fun onClick(dialog: Dialog) {
        //
        refreshToken(this, true, this)
    }

    override fun onCancel(dialog: Dialog) {
        finish()
    }

    override fun onBackPressed() {
        //super.onBackPressed()
    }

}
package app.control.net

import android.os.Build
import app.control.common.util.AppInfoUtils
import app.control.common.util.SecuritySHA1Utils
import app.control.common.util.Utils
import app.control.common.util.fitTLS.HttpsUtils
import app.control.common.util.fitTLS.Tls12SocketFactory
import app.control.net.RetrofitProvider.SingletonHolder.client
import app.control.net.factory.CustomConverterFactory
import app.control.token
import com.google.gson.Gson
import com.google.gson.GsonBuilder
import com.google.gson.JsonElement
import com.google.gson.JsonParser
import okhttp3.*
import okio.Buffer
import retrofit2.Retrofit
import retrofit2.adapter.rxjava2.RxJava2CallAdapterFactory
import java.io.File
import java.io.IOException
import java.security.KeyManagementException
import java.security.NoSuchAlgorithmException
import java.util.*
import java.util.concurrent.TimeUnit
import javax.net.ssl.SSLContext


/**
 * Created by danbo on 2017/11/30.
 */
class RetrofitProvider {
    private var service: ApiService

    private constructor() {
        var sslContext: SSLContext? = null
        try {
            sslContext = SSLContext.getInstance("TLS")
            try {
                sslContext!!.init(null, null, null)
            } catch (e: KeyManagementException) {
                e.printStackTrace()
            }

        } catch (e: NoSuchAlgorithmException) {
            e.printStackTrace()
        }

        val socketFactory = Tls12SocketFactory(sslContext!!.socketFactory)
        //   日志拦截器
        val cacheFile = File(Utils.getContext()?.cacheDir, "cache")
        val cache = Cache(cacheFile, 1024 * 1024 * 100) //100Mb

        val okHttpClientBuilder = OkHttpClient.Builder().cache(cache)
            .readTimeout(ApiService.DEFAULT_TIMEOUT, TimeUnit.MILLISECONDS)
            .writeTimeout(ApiService.DEFAULT_TIMEOUT, TimeUnit.MILLISECONDS)
            .connectTimeout(ApiService.DEFAULT_TIMEOUT, TimeUnit.MILLISECONDS)
            .addInterceptor(CommonHeadInterceptor())
            .retryOnConnectionFailure(true)

        okHttpClientBuilder.sslSocketFactory(socketFactory, HttpsUtils.UnSafeTrustManager())

        val okHttpClient = okHttpClientBuilder.build()

        val gson = GsonBuilder().setDateFormat("yyyy-MM-dd HH:mm:ss").serializeNulls().create()

        val retrofit = Retrofit.Builder()
            .client(okHttpClient)
            .addConverterFactory(CustomConverterFactory(gson))
            .addCallAdapterFactory(RxJava2CallAdapterFactory.create())
            .baseUrl(ApiService.BASE_URL)
            .build()
        service = retrofit.create(ApiService::class.java)
    }

    //  创建单例
    private object SingletonHolder {
        val INSTANCE = RetrofitProvider()
        const val client = "android"

    }

    companion object {
        fun getApiService(): ApiService {

            return SingletonHolder.INSTANCE.service
        }
    }

    internal class CommonHeadInterceptor : Interceptor {

        @Throws(IOException::class)
        override fun intercept(chain: Interceptor.Chain): Response {

            var request = chain.request()

            val reqId = System.currentTimeMillis()
            val deviceId = AppInfoUtils.getDeviceId()
            val signature = getSignature(request, reqId, deviceId)

            request = request.newBuilder().apply {
                addHeader("deviceId", deviceId)
                addHeader("platform", client)
                addHeader("rid", "" + reqId)
                addHeader("sign", signature)
                addHeader("Authorization", token)
                addHeader("version", "" + AppInfoUtils.getVersionCode()!!)
                addHeader("model", Build.BRAND + " " + Build.MODEL)
                addHeader("sdkVersion", "" + Build.VERSION.SDK_INT)
            }.build()
            return chain.proceed(request)
        }

        private fun getSignature(request: Request, reqId: Long, deviceId: String): String {

            //1
            val canonicalUri = request.url.encodedPath
            //2
            val sha1Body = if (request.method == "POST" || request.method == "PUT") {
                //post 参数
                //post body
                val buffer = Buffer()
                //将请求体内容写入buffer中
                request.body?.writeTo(buffer)
                //整个请求体中的内容
                val postBody = buffer.readByteString().utf8()

                if (isJson(postBody)) {//post body
                    SecuritySHA1Utils.shaEncode(postBody)
                } else {
                    if (request.body?.contentType()?.type == "multipart") {
                        SecuritySHA1Utils.shaEncode("{}")
                    } else {
                        val postBodyJson = Gson().toJson(split(postBody))
                        SecuritySHA1Utils.shaEncode(postBodyJson)
                    }

                }
            } else {
                //get 参数
                val queryParameterNames = request.url.queryParameterNames

                val result: SortedMap<String, Any> = TreeMap()

                for (name in queryParameterNames) {
                    result[name] = request.url.queryParameter(name)
                }
                //get body
                val getBody = Gson().toJson(result)

                SecuritySHA1Utils.shaEncode(getBody)
            }
            //3
            val signStr =
                "$canonicalUri\n$deviceId\n$reqId\n$sha1Body"
            return SecuritySHA1Utils.shaEncode(signStr)
        }

        //检查是否json
        private fun isJson(jsonStr: String?): Boolean {
            val jsonElement: JsonElement = try {
                JsonParser().parse(jsonStr)
            } catch (e: Exception) {
                return false
            } ?: return false
            return jsonElement.isJsonObject
        }

        /**
         * @param urlparam 带分隔的url参数
         * @return
         */
        private fun split(urlparam: String): Map<String, String>? {
            val map: SortedMap<String, String> =
                TreeMap()
            val param = urlparam.split("&").toTypedArray()
            for (keyhole in param) {
                val pair = keyhole.split("=").toTypedArray()
                if (pair.size == 2) {
                    map[pair[0]] = pair[1]
                }
            }
            return map
        }
    }
}
package app.control.net

import app.control.model.*
import app.control.net.response.BasicResponse
import io.reactivex.Observable
import okhttp3.MultipartBody
import okhttp3.RequestBody
import retrofit2.http.*


/**
 * Created by danbo on 2018/11/29.
 *
 */
interface
ApiService {
    companion object {
        val BASE_URL = app.control.AppConfig.BASE_URL!!
        const val DEFAULT_TIMEOUT = 10000L
        const val SOCKET_TIMEOUT = 10000L
        const val PINT_INTERVAL = 40000L//socket 40秒ping
    }

    @GET("common/upgrade")
    fun checkUpdate(): Observable<BasicResponse<VersionInfo>>

    @POST("sso/checkMemberExist")
    @FormUrlEncoded
    fun checkMemberExist(@Field("telephone") telephone: String?): Observable<BasicResponse<Any>>

    @GET("sso/getAuthCode")
    fun getVerifyCode(@Query("telephone") telephone: String?): Observable<BasicResponse<Any>>

    @GET("sso/refreshToken")
    fun refreshToken(): Observable<BasicResponse<LoginModel>>//仅返回token

    @POST("sso/register")
    @FormUrlEncoded
    fun register(
        @Field("telephone") telephone: String?, @Field("password") password: String?, @Field(
            "authCode"
        ) authCode: String?, @Field("screenInfo") screenInfo: String?
    ): Observable<BasicResponse<LoginModel>>

    @POST("sso/login")
    @FormUrlEncoded
    fun login(@Field("telephone") telephone: String?, @Field("password") password: String?, @Field("screenInfo") screenInfo: String?): Observable<BasicResponse<LoginModel>>

    @POST("sso/verifyLogin")
    @FormUrlEncoded
    fun verifyLogin(
        @Field("telephone") telephone: String?, @Field("authCode") authCode: String?, @Field(
            "screenInfo"
        ) screenInfo: String?
    ): Observable<BasicResponse<LoginModel>>

    @GET("member/info")
    fun getMemberInfo(): Observable<BasicResponse<MemberInfo>>

    @POST("member/update")
    fun updateMemberInfo(@Body body: RequestBody?): Observable<BasicResponse<Any>>

    @POST("member/update/password")
    @FormUrlEncoded
    fun updatePassword(
        @Field("telephone") telephone: String?, @Field("password") password: String?, @Field("authCode") authCode: String?
    ): Observable<BasicResponse<Any>>

    @GET("member/search")
    fun searchMember(@Query("telephone") telephone: String?): Observable<BasicResponse<MemberInfo>>

    @GET("bind/member/host/{id}")
    fun getHostBindMember(@Path("id") id: Long): Observable<BasicResponse<BindMember>>

    @GET("bind/member/target/{id}")
    fun getTargetBindMember(@Path("id") id: Long): Observable<BasicResponse<BindMember>>

    @POST("bind/request")
    fun requestBind(@Body body: RequestBody): Observable<BasicResponse<Any>>

    @POST("bind/response")
    fun responseBind(@Body body: RequestBody): Observable<BasicResponse<Any>>

    @POST("bind/update")
    fun updateBind(@Body body: RequestBody): Observable<BasicResponse<Any>>

    @POST("bind/unbind/host")
    @FormUrlEncoded
    fun requestUnbindHost(@Field("id") hostMemberId: Long?): Observable<BasicResponse<Any>>

    @POST("bind/unbind/target")
    @FormUrlEncoded
    fun requestUnbindTarget(@Field("id") targetMemberId: Long?): Observable<BasicResponse<Any>>

    @GET("bind/list/target")
    fun getBindTargetList(): Observable<BasicResponse<BindTarget>>

    @GET("bind/list/host")
    fun getBindHostList(): Observable<BasicResponse<BindHost>>

    @POST("connect/check")
    fun checkConnect(@Body body: RequestBody): Observable<BasicResponse<Any>>

    @GET("connect/history/target")
    fun getConnectTargetHistory(): Observable<BasicResponse<List<ConnHistory>>>

    @GET("connect/history/host")
    fun getConnectHostHistory(): Observable<BasicResponse<List<ConnHistory>>>

    @Multipart
    @POST("common/upload")
    fun upload(@Part file: MultipartBody.Part): Observable<BasicResponse<String>>
}
package app.control.gesture

import android.os.Build
import android.provider.Settings
import app.control.ControlApplication.Companion.getSocketClient
import app.control.common.util.AndroidUtil
import app.control.common.util.Utils.getContext
import app.control.gesture.accessibility.BaseAccessibilityService.Companion.getInstance
import app.control.memberInfo
import io.reactivex.Observable
import io.reactivex.disposables.Disposable
import io.reactivex.schedulers.Schedulers
import java.util.concurrent.TimeUnit

/**
 * 服务检查器
 *
 *
 * Created by danbo on 2020/4/26.
 */
class ServiceChecker private constructor() {
    companion object {
        private var serviceChecker: ServiceChecker? = null
        @Synchronized
        fun checker(): ServiceChecker {
            if (serviceChecker == null) {
                serviceChecker = ServiceChecker()
            }
            return serviceChecker!!
        }
    }

    val isAllOk: Boolean
        get() = hasRemaining() && isNetworkOk && isSupportAccessibility && canDrawOverlays() && isAccessibilityConnected

    //检查是否已欠费
    fun hasRemaining(): Boolean {
        return if (memberInfo != null) {
            memberInfo!!.remaining > 0
        } else false
    }

    //检查网络
    val isNetworkOk: Boolean
        get() = if (getSocketClient() != null) {
            getSocketClient()!!.connectingState.get() == 1
        } else false

    //检查OS是否支持手势服务
    val isSupportAccessibility: Boolean
        get() = Build.VERSION.SDK_INT >= Build.VERSION_CODES.N

    //电源是否已优化
    val isBatteryOptimized: Boolean
        get() = AndroidUtil.isBatteryOptimized()

    //检查是否授权全屏
    fun canDrawOverlays(): Boolean {
        return Settings.canDrawOverlays(getContext())
    }

    //检查是否授权辅助服务
    val isAccessibilityConnected: Boolean
        get() = getInstance().checkAccessibilityEnabled(true)


    private var subscribe: Disposable? = null
    private var listenerList = arrayListOf<OnSubscribe>()
    //轮询检查所有服务
    fun observeCheck(listener: OnSubscribe) {
        listenerList.add(listener)

        if (subscribe == null) {
            subscribe = Observable.interval(0, 5, TimeUnit.SECONDS)
                .subscribeOn(Schedulers.io())
                .subscribe {
                    //如果是网络错误
                    if (!isNetworkOk) {//请求连接
                        getSocketClient()?.startRequest()
                    }
                    for (l in listenerList) {
                        l.subscribe()
                    }
                }
        }
    }

    fun cleanObserver() {
        listenerList.clear()
        subscribe?.dispose()
        subscribe = null
    }

    interface OnSubscribe {
        fun subscribe()
    }
}
package app.control.gesture.background

import android.content.BroadcastReceiver
import android.content.Context
import android.content.Intent
import app.control.common.util.LogUtils
import app.control.gesture.action.GestureAction
import app.control.gesture.listener.GestureControlListener
import app.control.gesture.listener.GestureRecordListener

/**
 * Created by danbo on 2019-06-20.
 */
class GestureReceiver : BroadcastReceiver() {
    companion object {
        const val CONTROL_ACTION = "control_action"
        const val CONTROL_ACTION_START = "start"
        const val CONTROL_ACTION_STOP = "stop"
        const val GESTURE_ACTION = "gesture_action"
    }


    private var context: Context? = null
    var eventListener: GestureRecordListener? = null
    var gestureControlListener: GestureControlListener? = null

    override fun onReceive(context: Context, intent: Intent) {
        this.context = context

        val intentAction = intent.action ?: return

        LogUtils.d(":::接收到任务:::$intentAction")
        when (intentAction) {
            CONTROL_ACTION -> {
                val controlAction = intent.getStringExtra(CONTROL_ACTION)
                LogUtils.d(":::控制任务:::$controlAction")
                if (controlAction != null) {
                    if (controlAction == CONTROL_ACTION_START) {
//                        isStarted = true

                        gestureControlListener?.onControlStart()

                        //录制功能手动启动手势服务
                        eventListener?.onStartGestureService()
                    } else if (controlAction == CONTROL_ACTION_STOP) {
//                        isStarted = false

                        gestureControlListener?.onControlStop()

                        //录制功能手动停止手势服务
                        eventListener?.onStopGestureService()
                    }
                }
            }
            GESTURE_ACTION -> {
//                if (!isStarted) {//未启动不处理
//                    return
//                }
                //当前手势
                val currentGesture = intent.getSerializableExtra(GESTURE_ACTION) as GestureAction
                LogUtils.d(":::手势任务:::" + currentGesture.action)
                eventListener?.doAction(currentGesture)

            }

        }
    }

}
package app.control.gesture.background

import android.accessibilityservice.AccessibilityService
import android.accessibilityservice.GestureDescription
import android.annotation.SuppressLint
import android.annotation.TargetApi
import android.graphics.Path
import android.os.Build
import app.control.common.util.*
import app.control.gesture.accessibility.BaseAccessibilityService
import app.control.gesture.action.Action
import app.control.gesture.action.GestureAction
import app.control.gesture.listener.GestureRecordListener
import app.control.ui.BaseActivity
import app.control.widget.toast.CommonToast

/**
 * Created by danbo on 2019-06-14.
 */
class GestureRecordAccessibilityService : BaseAccessibilityService(), GestureRecordListener {

    override fun doAction(gestureAction: GestureAction) {
        when (gestureAction.action) {
            Action.BACK -> performGlobalAction(GLOBAL_ACTION_BACK)
            Action.HOME -> performGlobalAction(GLOBAL_ACTION_HOME)
            Action.RECENTS -> performGlobalAction(GLOBAL_ACTION_RECENTS)
            Action.NOTIFICATIONS -> performGlobalAction(GLOBAL_ACTION_NOTIFICATIONS)
            Action.QUICK_SETTINGS -> performGlobalAction(GLOBAL_ACTION_QUICK_SETTINGS)
            Action.POWER_DIALOG -> performGlobalAction(GLOBAL_ACTION_POWER_DIALOG)
            Action.LOCK_SCREEN -> if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.P) {
                performGlobalAction(GLOBAL_ACTION_LOCK_SCREEN)
            } else {
                (Utils.getContext() as BaseActivity<*>).runOnUiThread {
                    CommonToast.middleShow("系统不支持锁屏!")
                }
            }
            Action.TAKE_SCREENSHOT -> if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.P) {
                performGlobalAction(GLOBAL_ACTION_TAKE_SCREENSHOT)
            } else {
                (Utils.getContext() as BaseActivity<*>).runOnUiThread {
                    CommonToast.middleShow("系统不支持截屏!")
                }
            }

            Action.SINGLE -> singleClick(
                gestureAction.fromX,
                gestureAction.fromY,
                gestureAction.spend
            )
            Action.LONG -> longClick(
                gestureAction.fromX,
                gestureAction.fromY,
                gestureAction.spend
            )
            Action.FLING -> fling(
                gestureAction.fromX,
                gestureAction.fromY,
                gestureAction.toX,
                gestureAction.toY,
                gestureAction.spend
            )
            Action.DOUBLE -> {
                doubleClick(gestureAction.fromX, gestureAction.fromY, gestureAction.spend)
            }

            Action.WAKE_LOCK -> {
                AndroidUtil.wakeUpAndUnlock(this)
            }
            Action.VOLUME_PLUS -> {
                AndroidUtil.volumePlus(this)
            }
            Action.VOLUME_MINUS -> {
                AndroidUtil.volumeMinus(this)
            }
            Action.VIBRATE -> {
                VibratorUtil.vibrate(this, gestureAction.spend)
            }
            else -> {

            }
        }
    }

    override fun onStartGestureService() {
        super.startGestureService()
    }

    override fun onStopGestureService() {
        super.stopGestureService()
    }

    @TargetApi(Build.VERSION_CODES.N)
    private fun fling(fromX: Float, fromY: Float, toX: Float, toY: Float, spend: Long) {
        if (spend < 0) {
            return
        }
        gestureService?.doAction(fromX, fromY)

        val builder = GestureDescription.Builder()
        val path = Path()
        path.moveTo(fromX, fromY)
        path.lineTo(toX, toY)
        try {
            //val gestureDescription =
            //   builder.addStroke(GestureDescription.StrokeDescription(path, 100L, spend, false)).build()
            val gestureDescription = builder
                .addStroke(GestureDescription.StrokeDescription(path, 0L, spend))
                .build()
            dispatchGesture(
                gestureDescription,
                object : AccessibilityService.GestureResultCallback() {
                    override fun onCompleted(gestureDescription: GestureDescription) {
                        super.onCompleted(gestureDescription)
                        gestureService?.doAction(toX, toY)
                    }
                },
                null
            )
        } catch (e: Exception) {

        }

    }

    @TargetApi(Build.VERSION_CODES.N)
    private fun singleClick(x: Float, y: Float, spend: Long) {
        if (spend < 0) {
            return
        }
        gestureService?.doAction(x, y)

        val builder = GestureDescription.Builder()
        val path = Path()
        path.moveTo(x, y)
//        val gestureDescription =
//            builder.addStroke(GestureDescription.StrokeDescription(path, 100L, spend, false)).build()
        val gestureDescription = builder
            .addStroke(GestureDescription.StrokeDescription(path, 0L, spend))
            .build()
        dispatchGesture(gestureDescription, null, null)
//        dispatchGesture(gestureDescription, object : AccessibilityService.GestureResultCallback() {
//            override fun onCompleted(gestureDescription: GestureDescription) {
//                super.onCompleted(gestureDescription)
//                LogUtils.d("singleClick===onCompleted")
//            }
//        }, null)
    }

    @TargetApi(Build.VERSION_CODES.N)
    private fun doubleClick(x: Float, y: Float, spend: Long) {
        if (spend < 0) {
            return
        }
        gestureService?.doAction(x, y)

        val builder = GestureDescription.Builder()
        val path = Path()
        path.moveTo(x, y)
//        val gestureDescription =
//            builder.addStroke(GestureDescription.StrokeDescription(path, 100L, 100L, false)).build()
        val gestureDescription = builder
            .addStroke(GestureDescription.StrokeDescription(path, 100L, 100))
            .build()
        dispatchGesture(gestureDescription, object : AccessibilityService.GestureResultCallback() {
            override fun onCompleted(gestureDescription: GestureDescription) {
                super.onCompleted(gestureDescription)
                //继续点击
                gestureService?.doAction(x, y)

//                val secondDescription =
//                    builder.addStroke(GestureDescription.StrokeDescription(path, 100L, 100L, false)).build()
                val secondDescription = builder
                    .addStroke(GestureDescription.StrokeDescription(path, 400L, 100))
                    .build()
                dispatchGesture(secondDescription, null, null)
            }

        }, null)

    }

    @TargetApi(Build.VERSION_CODES.N)
    private fun longClick(x: Float, y: Float, spend: Long) {
        if (spend <= 0) {
            return
        }
        gestureService?.doAction(x, y)

        val builder = GestureDescription.Builder()
        val path = Path()
        path.moveTo(x, y)
        // val gestureDescription = builder.addStroke(GestureDescription.StrokeDescription(path, 0L, spend, false)).build()
        val gestureDescription = builder
            .addStroke(GestureDescription.StrokeDescription(path, 0L, spend))
            .build()
        dispatchGesture(gestureDescription, null, null)
    }

    override fun onInterrupt() {
        LogUtils.d("onInterrupt")
    }

    @SuppressLint("InvalidWakeLockTag")
    override fun onServiceConnected() {
        super.onServiceConnected()
        val enabled = getInstance().checkAccessibilityEnabled(false)
        LogUtils.d("服务状态:$enabled")
        if (enabled) {
            NotifyUtils.cancel(ACCESSIBILITY_NOTIFY_ID)

            bindRecordReceiver(this)
        } else {
            NotifyUtils.notify(
                ACCESSIBILITY_NOTIFY_ID,
                "通知",
                "服务启动失败, 无法远程控制!",
                ACCESSIBILITY_ACTION,
                null,
                true
            )
        }
    }

    override fun onDestroy() {
        NotifyUtils.notify(
            ACCESSIBILITY_NOTIFY_ID,
            "通知",
            "服务启动失败, 无法远程控制!",
            ACCESSIBILITY_ACTION,
            null,
            true
        )

        unbindRecordReceiver()
        super.onDestroy()
        LogUtils.d("服务被关闭onDestroy")
    }

}
package app.control.adapter;

import android.content.Context;
import android.view.animation.AccelerateInterpolator;
import android.view.animation.DecelerateInterpolator;

import androidx.viewpager.widget.ViewPager;

import app.control.R;
import app.control.widget.tab.buildins.UIUtil;
import app.control.widget.tab.buildins.commonnavigator.abs.CommonNavigatorAdapter;
import app.control.widget.tab.buildins.commonnavigator.abs.IPagerIndicator;
import app.control.widget.tab.buildins.commonnavigator.abs.IPagerTitleView;
import app.control.widget.tab.buildins.commonnavigator.indicators.LinePagerIndicator;
import app.control.widget.tab.buildins.commonnavigator.titles.ColorTransitionPagerTitleView;

import org.jetbrains.annotations.NotNull;

import java.util.List;

public class HomeNavigatorAdapter extends CommonNavigatorAdapter {
    private List<String> titles;
    private ViewPager viewPager;

    private HomeNavigatorAdapter() {
    }

    public HomeNavigatorAdapter(@NotNull ViewPager viewPager, List<String> titles) {
        this.titles = titles;
        this.viewPager = viewPager;
    }

    @Override
    public int getCount() {
        return titles == null ? 0 : titles.size();
    }

    @Override
    public IPagerTitleView getTitleView(Context context, int index) {
        ColorTransitionPagerTitleView titleView = new ColorTransitionPagerTitleView(context);
        titleView.setText(titles.get(index));
        titleView.setNormalColor(context.getResources().getColor(R.color.tab_normal_color));
        titleView.setSelectedColor(context.getResources().getColor(R.color.tab_selected_color));
        titleView.setOnClickListener(v -> viewPager.setCurrentItem(index));

        // reload custom layout
//        ColorTransitionPagerTitleView titleView = (ColorTransitionPagerTitleView) LayoutInflater.from(context).inflate(R.layout.common_navigator_item, null);
//        titleView.setText(titles.get(index));
//        titleView.setNormalColor(context.getResources().getColor(R.color.grey_light));
//        titleView.setSelectedColor(context.getResources().getColor(R.color.colorPrimary));
//        titleView.setOnClickListener(v -> viewPager.setCurrentItem(index));

        return titleView;
    }

    @Override
    public IPagerIndicator getIndicator(Context context) {
        LinePagerIndicator indicator = new LinePagerIndicator(context);
        indicator.setMode(LinePagerIndicator.MODE_EXACTLY);
        indicator.setLineHeight(UIUtil.dip2px(context, 3));
        indicator.setLineWidth(UIUtil.dip2px(context, 10));
        indicator.setRoundRadius(UIUtil.dip2px(context, 3));
        indicator.setStartInterpolator(new AccelerateInterpolator());
        indicator.setEndInterpolator(new DecelerateInterpolator(2.0f));
        indicator.setColors(context.getResources().getColor(R.color.tab_indicator_color));
        return indicator;
    }
}
package app.control.common

import androidx.lifecycle.MutableLiveData
import app.control.viewmodel.BaseViewModel
import app.control.viewmodel.LoginViewModel
import io.reactivex.Flowable
import io.reactivex.android.schedulers.AndroidSchedulers
import org.reactivestreams.Subscriber
import org.reactivestreams.Subscription
import java.util.concurrent.TimeUnit

/**
 * Created by danbo on 2019-11-13.
 */
object CountDownManager {

    /**
     * 发送验证码后的倒计时
     */
    fun timeCountDown(viewModel: BaseViewModel, count: Long, subscription: Subscription?) {
        var mSubscription = subscription
        Flowable.interval(0, 1, TimeUnit.SECONDS)//设置0延迟，每隔一秒发送一条数据
            .onBackpressureBuffer()
            .take(count) //设置循环次数
            .map { aLong: Long ->
                count - aLong //
            }
            .observeOn(AndroidSchedulers.mainThread())
            .subscribe(object : Subscriber<Long> {
                override fun onSubscribe(sub: Subscription?) {
                    when (viewModel) {
                        is LoginViewModel -> viewModel.verifyEnable.value = false
                    }

                    mSubscription = sub
                    sub?.request(Long.MAX_VALUE)
                }

                override fun onNext(aLong: Long?) {
                    when (viewModel) {
                        is LoginViewModel -> viewModel.let {
                            it.countdown.value = (aLong.toString() + "秒")
                        }

                    }
                }

                override fun onComplete() {
                    when (viewModel) {
                        is LoginViewModel -> viewModel.let {
                            it.countdown.value = "获取验证码"
                            it.verifyEnable.value = true
                        }
                    }

                    mSubscription?.cancel()
                }

                override fun onError(t: Throwable?) {
                    mSubscription?.cancel()
                    t?.printStackTrace()
                }
            })
    }

    /**
     * 备货倒计时
     */
    fun prepareCountDown(prepareCountDown: MutableLiveData<Long>, subscription: Subscription?) {
        var mSubscription = subscription
        val count = Long.MAX_VALUE
        Flowable.interval(0, 1, TimeUnit.SECONDS)//设置0延迟，每隔一秒发送一条数据
            .onBackpressureBuffer()
            .take(count) //设置循环次数
            .map { aLong: Long ->
                count - aLong //
            }
            .observeOn(AndroidSchedulers.mainThread())
            .subscribe(object : Subscriber<Long> {
                override fun onSubscribe(sub: Subscription?) {
                    //start
                    mSubscription = sub
                    sub?.request(Long.MAX_VALUE)
                }

                override fun onNext(aLong: Long?) {
                    //count down
                    prepareCountDown.value = prepareCountDown.value!! - 1
                }

                override fun onComplete() {
                    mSubscription?.cancel()
                }

                override fun onError(t: Throwable?) {
                    mSubscription?.cancel()
                    t?.printStackTrace()
                }
            })
    }
}
package app.control.viewmodel

import android.view.View
import app.control.AppConfig.BASE_URL
import app.control.AppConstant.URL
import app.control.R
import app.control.checkUpdate
import app.control.common.util.AppInfoUtils
import app.control.ui.WebViewActivity

/**
 * Created by danbo on 2019-11-27.
 */
class AboutUsViewModel : BaseViewModel(), OnTitleClickListener {

    val titleViewModel = TopBarViewModel("关于", R.drawable.ic_nav_back, "介绍", this)

    val version = AppInfoUtils.getVersionName()

    fun checkUpdate(view: View) {
        checkUpdate(context!!, false)
    }


    override fun onLogoClick() {
        finish()
    }

    override fun onMenuClick() {
        super.onMenuClick()
        startActivity(WebViewActivity::class.java, URL, BASE_URL)
    }
}
package app.control.viewmodel


import android.content.Context
import android.content.Intent
import android.content.IntentFilter
import android.net.ConnectivityManager
import android.os.Bundle
import android.text.TextUtils
import android.view.View
import androidx.annotation.IdRes
import androidx.fragment.app.Fragment
import androidx.lifecycle.ViewModel
import androidx.swiperefreshlayout.widget.SwipeRefreshLayout
import app.control.AppConstant.BUNDLE
import app.control.net.receiver.*
import app.control.net.receiver.SocketBroadcastReceiver.Companion.SOCKET_MESSAGE_ACTION
import app.control.net.receiver.SocketDataBroadcastReceiver.Companion.SOCKET_DATA_ACTION
import app.control.ui.BaseActivity
import java.io.Serializable

/**
 * Created by danbo on 2019-11-07.
 */
open class BaseViewModel : ViewModel(), SwipeRefreshLayout.OnRefreshListener,
    View.OnLongClickListener {
    var context: Context? = null

    var refreshLayout: SwipeRefreshLayout? = null

    open fun getNetworkData() {
        refreshLayout?.isRefreshing = false
    }

    open fun startActivity(cls: Class<*>) {
        startActivity(cls, null, null)
    }

    open fun startActivity(cls: Class<*>, key: String?, value: Any?) {
        context?.let {
            val intent = Intent(it, cls)
            if (value is String && !TextUtils.isEmpty(value) && !TextUtils.isEmpty(key)) {
                intent.putExtra(key, value)
            } else if (!TextUtils.isEmpty(key) && value != null && value is Serializable) {
                intent.putExtra(key, value)
            }
            it.startActivity(intent)
        }

    }

    open fun startActivityForResult(cls: Class<*>, requestCode: Int) {
        startActivityForResult(cls, requestCode, null, null)
    }

    open fun startActivityForResult(cls: Class<*>, requestCode: Int, key: String?, value: Any?) {
        context?.let {
            val intent = Intent(it, cls)
            if (value is String && !TextUtils.isEmpty(value) && !TextUtils.isEmpty(key)) {
                intent.putExtra(key, value)
            } else if (!TextUtils.isEmpty(key) && value != null && value is Serializable) {
                intent.putExtra(key, value)
            }

            (it as BaseActivity<*>).startActivityForResult(intent, requestCode)
        }

    }

    open fun startActivity(cls: Class<*>, bundle: Bundle) {
        val intent = Intent(context, cls)
        intent.putExtra(BUNDLE, bundle)
        (context as BaseActivity<*>).startActivity(intent)
    }

    open fun startActivityForResult(cls: Class<*>, requestCode: Int, bundle: Bundle) {
        val intent = Intent(context, cls)
        intent.putExtra(BUNDLE, bundle)
        (context as BaseActivity<*>).startActivityForResult(intent, requestCode)
    }

    fun startFragment(fragment: Fragment?, @IdRes layout: Int) {
        if (fragment == null) {
            return
        }
        (context as BaseActivity<*>).apply {
            supportFragmentManager.beginTransaction()
                .replace(layout, fragment).commit()
        }

    }

    open fun getIntent(): Intent {
        return (context as BaseActivity<*>).intent
    }

    open fun setResult(code: Int) {
        (context as BaseActivity<*>).setResult(code)
    }

    open fun finish() {
        (context as BaseActivity<*>).finish()
    }

    override fun onRefresh() {
    }

    override fun onLongClick(v: View): Boolean {
        return true
    }

    /**
     * 监听网络状态的广播，
     */
    private var networkReceiver: NetBroadcastReceiver? = null

    /**
     * 注册网络广播
     */
    fun registerNetBroadcast(networkEvent: NetworkEvent) {
        if (networkReceiver == null) {
            networkReceiver = NetBroadcastReceiver()
            val filter = IntentFilter()
            filter.addAction(ConnectivityManager.CONNECTIVITY_ACTION)
            context?.registerReceiver(networkReceiver, filter)
            /**
             * 设置监听
             */
            networkReceiver?.networkEvent = networkEvent
        }
    }

    /**
     * 解绑网络广播
     */
    fun unregisterNetBroadcast() {
        if (networkReceiver != null) {
            context?.unregisterReceiver(networkReceiver)
            networkReceiver = null
        }
    }

    /**
     * 监听Socket消息的广播，
     */
    private var socketReceiver: SocketBroadcastReceiver? = null

    /**
     * 注册Socket广播
     */
    fun registerSocketBroadcast(socketEvent: SocketEvent) {
        if (socketReceiver == null) {
            socketReceiver = SocketBroadcastReceiver()
            val filter = IntentFilter()
            filter.addAction(SOCKET_MESSAGE_ACTION)
            context?.registerReceiver(socketReceiver, filter)

            socketReceiver?.socketEvent = socketEvent
        }
    }

    /**
     * 解绑Socket广播
     */
    fun unregisterSocketDataBroadcast() {
        if (socketDataReceiver != null) {
            context?.unregisterReceiver(socketDataReceiver)
            socketDataReceiver = null
        }
    }

    /**
     * 监听SocketData消息的广播，
     */
    private var socketDataReceiver: SocketDataBroadcastReceiver? = null

    /**
     * 注册SocketData广播
     */
    fun registerSocketDataBroadcast(socketDataEvent: SocketDataEvent) {
        if (socketDataReceiver == null) {
            socketDataReceiver = SocketDataBroadcastReceiver()
            val filter = IntentFilter()
            filter.addAction(SOCKET_DATA_ACTION)
            context?.registerReceiver(socketDataReceiver, filter)

            socketDataReceiver?.socketDataEvent = socketDataEvent
        }
    }

    /**
     * 解绑SocketData广播
     */
    fun unregisterSocketBroadcast() {
        if (socketReceiver != null) {
            context?.unregisterReceiver(socketReceiver)
            socketReceiver = null
        }
    }
}
package app.control.viewmodel

import SPUtils
import android.text.Editable
import android.text.TextWatcher
import android.view.View
import androidx.databinding.ObservableField
import androidx.lifecycle.MutableLiveData
import app.control.AppConstant.ACCOUNT
import app.control.AppConstant.MEMBER_INFO
import app.control.AppConstant.TOKEN
import app.control.R
import app.control.common.CountDownManager
import app.control.common.util.Base64
import app.control.common.util.MockUtil
import app.control.common.util.PhoneUtil
import app.control.common.util.ScreenInfo
import app.control.memberInfo
import app.control.model.LoginModel
import app.control.net.RetrofitProvider
import app.control.net.response.BasicResponse
import app.control.net.subscribers.DefaultObserver
import app.control.token
import app.control.ui.AboutUsActivity
import app.control.ui.BaseActivity
import app.control.ui.MainActivity
import app.control.ui.UpdatePasswordActivity
import app.control.widget.SimpleTextWatcher
import app.control.widget.dialog.SingleButtonDialog
import app.control.widget.toast.CommonToast
import com.google.gson.Gson
import io.reactivex.android.schedulers.AndroidSchedulers
import io.reactivex.schedulers.Schedulers
import org.reactivestreams.Subscription
import java.nio.charset.Charset

/**
 * Created by danbo on 2019-11-07.
 */
class LoginViewModel : BaseViewModel(), OnTitleClickListener {
    /**
     * 倒计时
     */
    var mSubscription: Subscription? = null

    val isRegister = ObservableField<Boolean>().apply {
        set(false)
    }
    val verifyLogin = MutableLiveData<Boolean>().apply {
        value = false
    }

    val titleViewModel = TopBarViewModel("登录", null, "注册", this)
    //密码输入区是否可见
    var passwordEnable = MutableLiveData<Boolean>().apply {
        value = true
    }
    var commitEnable = MutableLiveData<Boolean>().apply {
        value = false
    }
    var account = MutableLiveData<String>().apply {
        value = ""
    }
    var verifyAuthCode = MutableLiveData<String>().apply {
        value = ""
    }
    var verifyEnable = MutableLiveData<Boolean>().apply {
        value = false
    }

    var password = MutableLiveData<String>().apply {
        value = ""
    }
    var confirmPassword = MutableLiveData<String>().apply {
        value = ""
    }

    init {
        account.value = SPUtils.getData(ACCOUNT, "") as String
    }

    fun cleanAccount(view: View) {
        //清空账号取消保存
        cleanSavedAccount()
    }

    private fun cleanSavedAccount() {
        account.value = ""
        password.value = ""

        SPUtils.saveData(ACCOUNT, "")
    }

    var editAccountWatcher: TextWatcher = object : SimpleTextWatcher() {
        override fun afterTextChanged(s: Editable?) {
            passwordVisible.value = passwordVisible.value

            if (account.value.isNullOrEmpty() || account.value?.length != 11) {
                verifyEnable.value = false
                commitEnable.value = false
            } else {
                verifyEnable.value = true
                if (!password.value.isNullOrEmpty()) {
                    commitEnable.value = true
                }
            }

        }
    }
    var countdown = MutableLiveData<String>().apply {
        value = "获取验证码"
    }
    var verifyCodeWatcher: TextWatcher = object : SimpleTextWatcher() {
        override fun afterTextChanged(s: Editable?) {
            if (verifyAuthCode.value.isNullOrEmpty()) {
                if (isRegister.get()!!) {
                    passwordEnable.value = false
                } else {
                    //验证码登录
                    commitEnable.value = false
                }

            } else {
                if (verifyEnable.value!! && verifyAuthCode.value!!.length == 6) {
                    if (isRegister.get()!!) {
                        passwordEnable.value = true
                    } else {
                        //验证码登录
                        commitEnable.value = true
                    }
                }
            }

        }
    }
    var editPasswordWatcher: TextWatcher = object : SimpleTextWatcher() {
        override fun afterTextChanged(s: Editable?) {
            if (password.value.isNullOrEmpty()) {
                commitEnable.value = false
            } else {
                if (verifyEnable.value!!) {
                    if (isRegister.get()!!) {
                        commitEnable.value =
                            !(password.value.isNullOrEmpty() || confirmPassword.value.isNullOrEmpty())
                    } else {
                        commitEnable.value = true
                    }
                }
            }

        }
    }
    var confirmPasswordWatcher: TextWatcher = object : SimpleTextWatcher() {
        override fun afterTextChanged(s: Editable?) {
            if (confirmPassword.value.isNullOrEmpty()) {
                commitEnable.value = false
            } else {
                if (verifyEnable.value!!) {
                    if (isRegister.get()!!) {
                        commitEnable.value =
                            !(password.value.isNullOrEmpty() || confirmPassword.value.isNullOrEmpty())
                    } else {
                        commitEnable.value = true
                    }
                }
            }

        }
    }
    //密码是否可见
    var passwordVisible = MutableLiveData<Boolean>().apply {
        value = false
    }

    fun swapVisible(view: View) {
        passwordVisible.value?.let {
            passwordVisible.value = !it
        }
    }

    fun swapLogin(view: View) {
        verifyLogin.value?.let {
            verifyLogin.value = !it
        }

        if (verifyLogin.value!!) {//验证码登录
            //密码区不可见
            passwordEnable.value = false
            password.value = ""
        } else {//密码登录
            passwordEnable.value = true
            verifyAuthCode.value = ""
        }
    }

    fun updatePassword(view: View) {
        startActivity(UpdatePasswordActivity::class.java)
    }

    override fun onMenuClick() {
        super.onMenuClick()
        if (isRegister.get()!!) {
            //切换至登录
            titleViewModel.title.value = "登录"
            titleViewModel.menu.value = "注册"

            isRegister.set(false)
            passwordEnable.value = true
            //预处理登录

        } else {
            //切换至注册
            titleViewModel.title.value = "注册"
            titleViewModel.menu.value = "登录"

            isRegister.set(true)
            passwordEnable.value = false//注册密码区在未输入验证码时不可见
            //预处理注册
        }
    }

    fun getVerifyCode(view: View) {
        if (!verifyEnable.value!!) {
            return
        }

        if (PhoneUtil.isMobileNO(account.value) == false) {
            CommonToast.middleShow("请输入正确的手机号码!")
            return
        }
        if (!isRegister.get()!!) {//是登录
            getVerifyCode()
            return
        }

        //检查用户是否已注册
        (context as BaseActivity<*>).let {
            RetrofitProvider.getApiService()
                .checkMemberExist(account.value)
                .compose(it.bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<Any>>(it, true) {
                    override fun onSuccess(response: BasicResponse<Any>) {
                        //成功及手机号不存在
                        getVerifyCode()
                    }
                })
        }

    }

    private fun getVerifyCode() {
        (context as BaseActivity<*>).let {
            RetrofitProvider.getApiService()
                .getVerifyCode(account.value)
                .compose(it.bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<Any>>(it, true) {
                    override fun onSuccess(response: BasicResponse<Any>) {
                        CommonToast.middleShow("验证码已发送,请注意查收!")
                        CountDownManager.timeCountDown(
                            this@LoginViewModel, 59,
                            mSubscription
                        )
                    }

                    override fun onFail(response: BasicResponse<Any>) {
                        super.onFail(response)
                        countdown.value = "获取验证码"
                        verifyEnable.value = true

                        SingleButtonDialog(
                            context!!,
                            R.drawable.ic_warning,
                            null,
                            response.message,
                            "我知道了",
                            null
                        ).show()
                    }

                    override fun onException(reason: ExceptionReason) {
                        super.onException(reason)
                        countdown.value = "获取验证码"
                        verifyEnable.value = true
                    }
                })
        }
    }


    fun commit(view: View) {
        if (!commitEnable.value!!) {
            return
        }

        if (PhoneUtil.isMobileNO(account.value) == false) {
            CommonToast.middleShow("请输入正确的手机号码!")
            return
        }

        if (isRegister.get()!!) {
            register()
        } else {
            login()
        }
    }

    private fun login() {
        if (verifyLogin.value!!) {
            //验证码登录
            (context as BaseActivity<*>).let {
                val screenInfo =
                    Base64.encode(Gson().toJson(ScreenInfo.getInstance()).toByteArray(Charset.defaultCharset()))
                RetrofitProvider.getApiService()
                    .verifyLogin(account.value, verifyAuthCode.value, screenInfo)
                    .compose(it.bindToLifecycle())
                    .subscribeOn(Schedulers.io())
                    .observeOn(AndroidSchedulers.mainThread())
                    .subscribe(object : DefaultObserver<BasicResponse<LoginModel>>(it, true) {
                        override fun onSuccess(response: BasicResponse<LoginModel>) {

                            response.data?.let {
                                token = it.token//登录token不为null
                                memberInfo = it.member

                                SPUtils.saveData(ACCOUNT, account.value)
                                SPUtils.saveData(MEMBER_INFO, Gson().toJson(it.member))
                                SPUtils.saveData(TOKEN, token)

                                startActivity(MainActivity::class.java)
                                finish()
                            }
                        }
                    })
            }
            return
        }
        (context as BaseActivity<*>).let {
            val screenInfo =
                Base64.encode(Gson().toJson(ScreenInfo.getInstance()).toByteArray(Charset.defaultCharset()))
            RetrofitProvider.getApiService()
                .login(account.value, password.value, screenInfo)
                .compose(it.bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<LoginModel>>(it, true) {
                    override fun onSuccess(response: BasicResponse<LoginModel>) {

                        response.data?.let {
                            token = it.token//登录token不为null
                            memberInfo = it.member

                            SPUtils.saveData(ACCOUNT, account.value)
                            SPUtils.saveData(MEMBER_INFO, Gson().toJson(it.member))
                            SPUtils.saveData(TOKEN, token)

                            startActivity(MainActivity::class.java)
                            finish()
                        }
                    }
                })
        }
    }

    private fun register() {
        if (password.value != confirmPassword.value) {
            CommonToast.middleShow("确认密码错误, 请检查密码!")
            return
        }

        (context as BaseActivity<*>).let {
            val screenInfo =
                Base64.encode(Gson().toJson(ScreenInfo.getInstance()).toByteArray(Charset.defaultCharset()))
            RetrofitProvider.getApiService()
                .register(account.value, password.value, verifyAuthCode.value, screenInfo)
                .compose(it.bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<LoginModel>>(it, true) {
                    override fun onSuccess(response: BasicResponse<LoginModel>) {

                        response.data?.let {
                            MockUtil.register(it.member.phone)

                            token = it.token//登录token不为null
                            memberInfo = it.member

                            SPUtils.saveData(ACCOUNT, account.value)
                            SPUtils.saveData(MEMBER_INFO, Gson().toJson(it.member))
                            SPUtils.saveData(TOKEN, token)

                            startActivity(MainActivity::class.java)
                            finish()
                        }
                    }
                })
        }
    }

    fun about(view: View) {
        startActivity(AboutUsActivity::class.java)
    }
}
package app.control.viewmodel

import android.app.Dialog
import android.os.Bundle
import android.view.View
import androidx.lifecycle.MutableLiveData
import app.control.AppConstant.SERIALIZABLE
import app.control.R
import app.control.model.BindMember
import app.control.model.MemberInfo
import app.control.net.RetrofitProvider
import app.control.net.domain.ConnectRequest
import app.control.net.domain.SocketMessage
import app.control.net.request.ConnectRequestRequest
import app.control.net.response.BasicResponse
import app.control.net.subscribers.DefaultObserver
import app.control.ui.BaseActivity
import app.control.ui.ControlActivity
import app.control.ui.DetailActivity
import app.control.widget.dialog.DoubleButtonDialog
import app.control.widget.dialog.SingleInputDialog
import app.control.widget.toast.CommonToast
import com.google.gson.Gson
import io.reactivex.android.schedulers.AndroidSchedulers
import io.reactivex.schedulers.Schedulers
import java.text.SimpleDateFormat

/**
 * Created by danbo on 2019-11-07.
 */
class TargetItemViewModel(
    private val recyclerViewViewModel: RecyclerViewViewModel<TargetItemViewModel>,
    targetMember: BindMember
) : BaseViewModel() {

    private val df = SimpleDateFormat("yyyy-MM-dd HH:mm")//设置日期格式
    val date = MutableLiveData<String>().apply {
        targetMember.bindTime?.let {
            value = df.format(it)
        }
    }

    val item = MutableLiveData<MemberInfo>().apply {
        value = targetMember.member
    }

    fun control(view: View) {
        //连接前检查状态(剩余连接时长+连接用户状态)
        (context as BaseActivity<*>).let {
            val connectRequest = ConnectRequestRequest(item.value?.id, "检查连接")
            RetrofitProvider.getApiService()
                .checkConnect(connectRequest.getRequestBody())
                .compose(it.bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<Any>>(it, true) {
                    override fun onSuccess(response: BasicResponse<Any>) {
                        //检查成功,允许连接
                        val hint = if (item.value!!.sdkVersion < 24) {
                            "用户设备仅支持连接!"
                        } else {
                            "输入控制理由"
                        }
                        val title = if (item.value!!.sdkVersion < 24) {
                            "请求连接${item.value?.username}"
                        } else {
                            "请求控制${item.value?.username}"
                        }
                        SingleInputDialog(
                            context!!,
                            title,
                            hint,
                            "取消",
                            "确定",
                            object : SingleInputDialog.SingleInputListener {
                                override fun onClick(reason: String?, dialog: Dialog) {
                                    startConnect(reason)
                                }
                            }
                        ).show()
                    }

                    override fun onFail(response: BasicResponse<Any>) {
                        if (response.code == 555) {//欠费逾期
                            CommonToast.middleShow("您无可用时长!")
                            startActivity(DetailActivity::class.java)
                        } else {
                            super.onFail(response)
                        }
                    }
                })
        }
    }

    override fun onLongClick(v: View): Boolean {
        DoubleButtonDialog(
            context!!,
            R.drawable.ic_warning,
            null,
            "确认解除控制${item.value?.username}?",
            "取消",
            "解除",
            object : DoubleButtonDialog.DialogClickListener {
                override fun onClick(dialog: Dialog) {
                    super.onClick(dialog)
                    unbind()
                }
            }).show()
        return super.onLongClick(v)
    }

    private fun unbind() {
        context.let {
            RetrofitProvider.getApiService()
                .requestUnbindTarget(item.value?.id)
                .compose((it as BaseActivity<*>).bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<Any>>(it, true) {
                    override fun onSuccess(response: BasicResponse<Any>) {
                        CommonToast.middleShow("解除控制成功!")
                        recyclerViewViewModel.item.remove(this@TargetItemViewModel)
                        recyclerViewViewModel.adapter.notifyDataSetChanged()
                    }
                })
        }
    }

    //进入连接界面
    private fun startConnect(reason: String?) {

        val gson = Gson()
        //Socket请求连接
        val socketMessage = SocketMessage()
        socketMessage.type = SocketMessage.Type.CONNECT_REQUEST.value()

        val connectRequest = ConnectRequest()
        connectRequest.memberId = item.value!!.id
        connectRequest.reason = reason

        socketMessage.data = gson.toJson(connectRequest)

        //启动控制页
        val bundle = Bundle()
        bundle.putSerializable(SERIALIZABLE, socketMessage)
        startActivity(ControlActivity::class.java, bundle)

    }

}
package app.control.viewmodel

import android.app.Dialog
import android.content.Intent
import android.os.Build
import android.view.View
import app.control.ControlApplication
import app.control.adapter.HomeNavigatorAdapter
import app.control.adapter.ViewPagerAdapter
import app.control.common.util.AndroidUtil
import app.control.common.util.AsyncManager
import app.control.common.util.NetworkUtils.Companion.NETWORK_NONE
import app.control.common.util.NotifyUtils
import app.control.common.util.VibratorUtil
import app.control.gesture.ConnectManager
import app.control.gesture.accessibility.AccessibilityListener
import app.control.gesture.background.GestureReceiver.Companion.CONTROL_ACTION
import app.control.gesture.background.GestureReceiver.Companion.CONTROL_ACTION_START
import app.control.model.BindMember
import app.control.net.RetrofitProvider
import app.control.net.domain.ConnectRequest
import app.control.net.domain.ConnectResponse
import app.control.net.domain.ControlResponse
import app.control.net.domain.SocketMessage
import app.control.net.response.BasicResponse
import app.control.net.subscribers.DefaultObserver
import app.control.receiver.NetworkEvent
import app.control.receiver.SocketBroadcastReceiver
import app.control.receiver.SocketEvent
import app.control.ui.BaseActivity
import app.control.ui.MainActivity
import app.control.ui.SearchActivity
import app.control.ui.fragment.BaseFragment
import app.control.ui.fragment.HostFragment
import app.control.ui.fragment.TargetFragment
import app.control.widget.dialog.DoubleButtonDialog
import app.control.widget.tab.ViewPagerHelper
import app.control.widget.tab.buildins.commonnavigator.CommonNavigator
import app.control.widget.toast.CommonToast
import com.google.gson.Gson
import io.reactivex.android.schedulers.AndroidSchedulers
import io.reactivex.schedulers.Schedulers
import kotlinx.android.synthetic.main.activity_main.view.*
import java.util.*

/**
 * Created by danbo on 2019-11-07.
 */
class MainViewModel : BaseViewModel(), NetworkEvent,
    SocketEvent, AccessibilityListener {

    val connectedState = ControlApplication.getSocketClient()?.connectingState

    private val titles: ArrayList<String> = arrayListOf()
    private val fragments = arrayListOf<BaseFragment<*>>()
    fun initPager() {
        //添加推荐
        titles.add("控制列表")
        titles.add("申请列表")
        fragments.add(TargetFragment())//我控谁列表
        fragments.add(HostFragment())//谁控我列表


        //adapter
        (context as MainActivity).let {
            it.mBinding.root.view_pager.apply {
                adapter = ViewPagerAdapter(it.supportFragmentManager, fragments)

                //navigator
                val navigator = CommonNavigator(context)
                navigator.isAdjustMode = true
                navigator.adapter = HomeNavigatorAdapter(this, titles)

                it.mBinding.root.indicator.navigator = navigator

                //bind
                ViewPagerHelper.bind(it.mBinding.root.indicator, this)
            }
        }
    }

    override fun onNetworkChange(netWorkState: Int) {
        //网络切换就断开连接
        ConnectManager.getInstance().stopConnect(context!!)

        if (netWorkState == NETWORK_NONE) {
            CommonToast.middleShow("无网络连接！")
            return
        }

        reConnect(null)
    }

    fun reConnect(view: View?) {
        ControlApplication.getSocketClient()?.startRequest()
    }

    fun fabClick(view: View) {
        startActivity(SearchActivity::class.java)
    }

    override fun onReceiveMessage(socketMessage: SocketMessage) {
        when (SocketMessage.Type.valueOf(socketMessage.type)) {
            SocketMessage.Type.BIND_REQUEST -> {
                //切换到被控列表并刷新
                (context as MainActivity).let {
                    it.mBinding.root.view_pager.setCurrentItem(1, true)
                    fragments[it.mBinding.root.view_pager.currentItem].refreshData("绑定请求")
                }

            }
            SocketMessage.Type.BIND_RESPONSE -> {
                //切换到控制列表并刷新
                (context as MainActivity).let {
                    it.mBinding.root.view_pager.setCurrentItem(0, true)
                    fragments[it.mBinding.root.view_pager.currentItem].refreshData("绑定响应")
                }
            }
            SocketMessage.Type.CONNECT_REQUEST -> {
                //解锁屏幕
                AndroidUtil.wakeUpAndUnlock(context!!)

                //用户请求连接
                val connectRequest = Gson().fromJson(socketMessage.data, ConnectRequest::class.java)
                handleConnectRequest(connectRequest)
            }
            SocketMessage.Type.CONTROL_REQUEST -> {
                //用户请求控制
                handleControlRequest()
            }
            SocketMessage.Type.DISCONNECT_REQUEST -> {//断开连接请求
                //停止处理
                ConnectManager.getInstance().connectedBindMember?.let {
//                    startActivity(MainActivity::class.java)
//                    Handler().postDelayed({
//                        SingleButtonDialog(
//                            context!!,
//                            R.drawable.ic_remote_off, null,
//                            "用户断开了您的连接！", "确定", null
//                        ).show()
//                    }, 500)
                    CommonToast.middleShow("用户断开了您的连接！")
                }

                ConnectManager.getInstance().stopConnect(context!!)
            }
        }
    }

    private fun handleConnectRequest(connectRequest: ConnectRequest) {
        context.let {
            RetrofitProvider.getApiService()
                .getHostBindMember(connectRequest.memberId)
                .compose((it as BaseActivity<*>).bindToLifecycle())
                .subscribeOn(Schedulers.io())
                .observeOn(AndroidSchedulers.mainThread())
                .subscribe(object : DefaultObserver<BasicResponse<BindMember>>(it, true) {
                    override fun onSuccess(response: BasicResponse<BindMember>) {
                        if (response.data == null) {
                            doConnectResponse(false)
                            return
                        }
                        response.data?.let {
                            ConnectManager.getInstance().connectedBindMember = it

                            if (it.connect == 1) {//默认直连,直接请求截屏
                                requestScreeShot()
                                return
                            }
                            //如果MainActivity不在前台,不弹框
                            if ((context as MainActivity).isPaused) {
                                return
                            }
                            //弹框提示同意/拒绝连接
                            val reason = if (connectRequest.reason.isNullOrEmpty()) {
                                ""
                            } else {
                                "(${connectRequest.reason})"
                            }

                            DoubleButtonDialog(
                                context!!,
                                null,
                                "连接提示",
                                "${it.member?.username} 请求连接\n$reason",
                                "拒绝", "同意",
                                object : DoubleButtonDialog.DialogClickListener {
                                    override fun onClick(dialog: Dialog) {
                                        //同意后请求截屏
                                        requestScreeShot()
                                    }

                                    override fun onCancel(dialog: Dialog) {
                                        //拒绝连接响应
                                        doConnectResponse(false)
                                    }

                                }
                            ).show()
                        }
                    }

                    override fun onFail(response: BasicResponse<BindMember>) {
                        super.onFail(response)
                        doConnectResponse(false)
                    }

                    override fun onException(reason: ExceptionReason) {
                        super.onException(reason)
                        doConnectResponse(false)
                    }
                })
        }
    }

    //同意后请求截屏
    private fun requestScreeShot() {
        ConnectManager.getInstance().connectedBindMember?.let {
            (context as MainActivity).requestScreenShot()
        }
    }

    fun doConnectResponse(accept: Boolean) {
        ConnectManager.getInstance().connectedBindMember?.let {
            NotifyUtils.cancel(SocketBroadcastReceiver.SOCKET_CONNECT_NOTIFY_ID)

            val gson = Gson()

            val connectResponse = ConnectResponse()
            connectResponse.memberId = it.member!!.id
            connectResponse.isAccept = accept
            connectResponse.isOnline = true

            val socketMessage = SocketMessage()
            socketMessage.type = SocketMessage.Type.CONNECT_RESPONSE.value()
            socketMessage.data = gson.toJson(connectResponse)

            ControlApplication.getSocketClient()?.sendMessage(gson.toJson(socketMessage))

            if (!accept) {  //拒绝连接
                //停止掉所有
                ConnectManager.getInstance().stopConnect(context!!)
            }
        }

    }

    private fun handleControlRequest() {
        ConnectManager.getInstance().connectedBindMember?.let {
            if (Build.VERSION.SDK_INT < Build.VERSION_CODES.N) {
                //android 7.0以下不可控制
                doControlResponse(false, "用户系统不支持控制!")
                return
            }
            //如果默认允许控制,则直接连
            if (it.control == 1) {
                //检查辅助授权
                (context as MainActivity).checkControlPermission()
                return
            }

            //如果MainActivity不在前台,不弹框
            if ((context as MainActivity).isPaused) {
                return
            }
            //弹框提示同意/拒绝连接
            DoubleButtonDialog(
                context!!,
                null,
                "控制提示",
                "${it.member?.username} 请求控制您的手机!",
                "拒绝", "同意",
                object : DoubleButtonDialog.DialogClickListener {
                    override fun onClick(dialog: Dialog) {
                        //同意后请求辅助功能
                        (context as MainActivity).checkControlPermission()
                    }

                    override fun onCancel(dialog: Dialog) {
                        //拒绝连接响应
                        doControlResponse(false, "用户拒绝控制!")
                    }

                }
            ).show()
        }
    }

    override fun onServiceConnected() {
        ConnectManager.getInstance().connectedBindMember?.let {
            //服务已准备好,组织响应
            doControlResponse(true, "")

            //允许了控制后开启手势服务
            startRecord()
        }
    }

    override fun onServiceUnavailable(reason: String?) {
        ConnectManager.getInstance().connectedBindMember?.let {
            //服务已准备好,组织响应
            doControlResponse(false, reason)
        }

    }

    private fun doControlResponse(accept: Boolean, reason: String?) {
        ConnectManager.getInstance().connectedBindMember?.let {
            AsyncManager.me().execute({
                NotifyUtils.cancel(SocketBroadcastReceiver.SOCKET_CONTROL_NOTIFY_ID)
            }, 1000)

            val gson = Gson()

            val controlResponse = ControlResponse()
            controlResponse.memberId = it.member!!.id
            controlResponse.isOnline = true
            controlResponse.isAccept = accept
            controlResponse.reason = reason

            val socketMessage = SocketMessage()
            socketMessage.type = SocketMessage.Type.CONTROL_RESPONSE.value()
            socketMessage.data = gson.toJson(controlResponse)

            ControlApplication.getSocketClient()?.sendMessage(gson.toJson(socketMessage))
        }

    }

    //开始执行接收执行手势
    private fun startRecord() {
        context?.apply {
            VibratorUtil.vibrate(this)
            val intent = Intent()
            intent.action = CONTROL_ACTION
            //开始录制
            intent.putExtra(CONTROL_ACTION, CONTROL_ACTION_START)

            sendBroadcast(intent)
        }

    }
}


